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Napomena: Korisni¢ko uputstvo je napisano za rad u operativnom sistemu Windows 10.

Da bi programi mogli da veruju sertifikatima koje je izdalo Sertifikaciono telo Poste i da bi
moglo da se izvrSi uspesno verifikovanje elektronskog potpisa kojeg je formirao korisnik kome
je sertifikat izdalo Sertifikaciono telo Poste, neophodno je u Windows skladiste sertifikata
instalisati sertifikat ROOT CA servera Sertifikacionog tela Poste (PoSta Srbije CA Root).

Za preuzimanje i instalisanje sertifikata ROOT CA servera Sertifikacionog tela Poste,
neophodno je imati administratorska ovlaséenja na racunaru.

Sertifikat ROOT CA servera Sertifikacionog tela Poste mozete preuzeti na vise nacina:

e Iz instalacionog paketa koji se nalazi na web strani
https://www.ca.posta.rs/preuzimanje_softvera.htm;

e Na web strani Sertifikacionog tela Poste:
https://www.ca.posta.rs/ca-sertifikati/default.htm.

Na slici 1. je prikazana forma koja se pojavljuje posle preuzimanja sertifikata ROOT CA servera
Sertifikacionog tela Poste (PoSta Srbije CA Root) sa web strane https://www.ca.posta.rs/ca-
sertifikati/default.ntm, odabirom opcije 1. DER binarni format.

S 10U TA CPEHIE SERTIFIKACIONO TELO POSTE

Sertifikati CA servera

PKI sistem i Sertifikaciono telo Poste Sertifikat ROOT CA servera Sertifikacionog tela Poste ("Posta Srbije CA Root"):
Postupak izdavanja sertifikata 1. DER binarni format.
Promena statusa sertifikata 5. Base 64 (PEM) format.
Slika 1. Forma za otvaranje i snimanje datoteke Posta Srbije CA Root sertifikata ROOT CA
Servera

Otvori¢e se Windows Explorer forma, kao na slici 2 na kojoj je potrebno pritisnuti dugme Save
da biste sac¢uvali datoteku PostaSrbijeCARoot.der
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M * » This PC- BG01030W002 » Downloads v O Search Downloads yel
Organize * Mew folder SR 4 0
P 3D Objects ~  Name Date modified Type Size ~
Deskt: N N
_ esktop ~ Earlier this month (3)
= D t
(| Documents [ R11.der Security Certificate 2 KB
- Downloads 55 PostaSrbijeTSA2-200081480,der Security Certificate 3KB
b Music (5] PostaSrbijeTSAT-200081479.der Security Certificate KB

| Pictures

v  Last month (2)

File name: | PostaSrbijeCARoot.der

Save as type: | Security Certificate (*.der)

» Hide Folders Cancel
Slika 2. Forma Windows Explorer Save As

Duplim klikom levim dugmetom miSa pokrenuti postupak instalisanja sertifikata, a zatim
pritisnuti dugme Open na formi, kao §to je prikazano na slici 2.1.

*' Iﬂ = | Downloads
Home Share View

€« v 4 & » This PC - BGO1030WD02 » Downloads
*  Mame
7 Quick access
I Desktop ~ Today (15)
; Downloads =] PostaSrbijeCARoot.der
@ Docurents Open File - Security Warning x
&= Pictures
ALL desktop FILE Do you want to open this file?
* BlueX 9 Docume Mame: ..s\blazo.m.boskovic\Downloads\PostaSrbijeCARoot.der
« Public A publisher Unknown Publisher
System32 Type: Security Certificate
B Thiz PC - BGOT0 From: ChUsers\blazo.m.boskovic,Downloads'\PostaSrbijeCAR..,

g 30 Objects

. . —
I Desktop ance

5 D t
] Documents [] Always ask before opening this file

‘& Downloads

J’ Music T While files from the Internet can be useful, this file type can potentially

| Pictures k- l\ a/_.,ul harm your computer. If you do not trust the source, do not cpen this
",

- software. What's the risk?
Slika 2.1. Forma Open File Security Warning
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Otvori¢e se forma Certificate (slika 3.) na kojoj su prikazani podaci o sertifikatu ROOT CA

servera Sertifikacionog tela Poste (Posta Srbije CA Root). Potrebno je pritisnuti dugme Install
Certificate..., kao sto je prikazano na slici 3.

i Certificate X

General petails Certification Path

.j";,;g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Posta Srbije CA Root

Issued by: Posta Srbije CA Root

Valid from 4/23/2019 to 4/23/2044

Install Certificate. Issuer Statement

Slika 3. Sertifikat ROOT CA servera Sertifikacionog tela Poste, kartica General

Zatim Ce se pojaviti forma Certificate Import Wizard (slika 4.). Ovaj Wizard vodi korisnika kroz
proces instalisanja sertifikata ROOT CA servera Sertifikacionog tela Poste u Windows skladiste

sertifikata. Preporucljivo je selektovati drugu opciju Local Machine i za nastavak pritisnuti
dugme Next.
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=* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

O Current User
{®) Local Machine

To continue, dick Mext.

-E;'Next Cancel
s

Nakon toga sledi forma (slika 5.) na kojoj treba izabrati Windows skladiste sertifikata u koje ¢e
biti instalisan sertifikat ROOT CA servera Sertifikacionog tela Poste. Potrebno je selektovati
drugu opciju Place all certificates in the following store, pritisnuti dugme Browse, selektovati
Trusted Root Certification Authorities i pritisnuti dugme OK. Za nastavak treba pritisnuti dugme

Next.

Slika 4. Forma Certificate Import Wizard
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& &¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

Select Certificate Store X

Browse...

Select the certificate store you want to use.

| Personal A
o

.- | Enterprise Trust

... | Intermediate Certification Authorities
| Trusted Publishers

Ll Lintreted Cartificatee

[[] show physical stores

Cancel Cancel

Slika 5. Forma za izbor Windows skladista sertifikata

U slede¢em koraku pojavljuje se forma (slika 6.) koja prikazuje izabrano Windows skladiSte
sertifikata. Za nastavak treba pritisnuti dugme Finish.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(o025 (=110 o gt Ta s o) BBZ8  Trusted Root Certification Authorities

Content

Certificate

Finish Cancel
| Finish )\ |

Slika 6. Forma sa prikazom izabranog Windows skladista sertifikata

Instalisanje sertifikata ROOT CA servera Sertifikacionog tela PoSte u Windows skladiste
sertifikata je tada zavrSeno i pojavice se zavrSna forma Certificate Import Wizard kao potvrda
uspesnog instalisanja sertifikata (slika 7.). Potrebno je pritisnuti dugme OK na formi sa slike 7.

Certificate Import Wizard X

0 The import was successful.

Slika 7. Poruka da je uspesno izvrseno instalisanje sertifikata ROOT CA servera
Sertifikacionog tela Poste u Windows skladiSte sertifikata
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Na kraju, potrebno je zatvoriti formu Certificate pritiskom na dugme OK, kao $to je prikazano na
slici 8.

an Certificate X

General Details Certification Path

({;’)ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Posta Srbije CA Root

Issued by: Posta Srbije CA Root

Valid from 4/23/2019 to 4/23/2044

Install Certificate...| Issuer Statement

Slika 8. Sertifikat ROOT CA servera Sertifikacionog tela Poste, kartica General

Posle izvrSenog instalisanja setifikata ROOT CA servera Sertifikacionog tela Poste u Windows
skladiste sertifikata, moguce je pogledati sertifikat. Najlaksi na¢in je da se pokrene forma Run

pritiskom tastera Win+R na tastaturi, a zatim u polje Open ukucati inetcpl.cpl i nakon toga
pritisnuti dugme OK (slika 17).

=7 Type the name of a program, folder, document, or Internet
=4 resource, and Windows will open it for you.

Open: ‘ inetcpl.cpl o

Cancel Browse...

Slika 17. Forma Run za pokretanje forme Internet options
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Zatim je potrebno na formi Internet Options izabrati karticu Content, a posle toga pritisnuti
dugme Certificates..., kao $to je prikazano na slici 18.

? X

Internet Options

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for encrypted connections and identification.

Clear SSL state Certificates k Publishers

AutoComplete
= AutoComplete stores previous entries Settings
%3‘ on webpages and suggests matches
for you.
Feeds and Web Slices -

T_ Feeds and Web Slices provide updated Settings
Y= content from websites that can be
read in Internet Explorer and other
programs.

OK Cancel Apply

Slika 18. Forma Internet Options, kartica Content, dugme Certificates...

Instalisani setifikat ROOT CA servera Sertifikacionog tela Poste (Po$ta Srbije CA Root) treba
da se nalazi u skladistu sertifikata ROOT sertifikacionih tela kojima Windows skladiste
sertifikata veruje tj. u okviru kartice Trusted Root Certification Authorities, kao $to je prikazano

na slici 19.

& Certificates x

Intended purpose; <Al = w

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ| * | *

Issued To Issued By Expiratio...  Friendly Mame

5 Posta Srbije CA Root  Podta Srbije CA Root

<Mone >

23.4.2044

Slika 19. Forma Certificates, kartica Trusted Root Certification Authorities
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